
Automating Palo Alto Networks 
Best Practices



● Security focused network integrator
● Palo Alto Networks experts since 2007
● Specialized in complex deployments
● Work with hundreds of districts, COEs, 

counties and more

About
Digital Scepter
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What We’ll Cover

● Falco as a solution
● World-class support
● EDL Service
● Beyond the reports
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Pain Points for the managing firewalls

● Thousands of options and features
● Configuration drift
● Managing multiple firewalls adds complexity
● Requires dedicated firewall engineer
● Lack of institutional knowledge
● Existing tools fall short



©2022 Digital Scepter. All rights reserved. digitalscepter.com

What is Falco?

● A tool to detect 
configuration issues

● A managed service to assist 
with fixing them





How does Falco address these 
issues?
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Issue: Configuration Drift

● Loss of structure
● Partial config
● Large config makes reasoning difficult
● “I don’t know how it works but it does, so don’t touch it”
● Security concerns
● New features
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Solution: Automatic Configuration Monitoring

● Constant config audits
● Regression notifications
● Detailed explanations
● Remediation suggestions
● Progress tracking













Keeping up with Vulnerabilities



https://security.paloaltonetworks.com

https://security.paloaltonetworks.com


Tracking vulnerabilities is just Another Check
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Issue: Allowing Cloud Services is Hard

● Modern services are complex
● Vendors err on the insecure side
● You can’t trust DNS
● Managing IP lists is difficult
● Everything is dynamic now
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Example: Zoom
3.7.35.0/25
3.21.137.128/25
3.22.11.0/24
3.23.93.0/24
3.25.41.128/25
3.25.42.0/25
3.25.49.0/24
3.80.20.128/25
3.96.19.0/24
3.101.32.128/25
3.101.52.0/25
3.104.34.128/25
3.120.121.0/25
3.127.194.128/25
3.208.72.0/25
3.211.241.0/25
3.235.69.0/25
3.235.71.128/25
3.235.72.128/25
3.235.73.0/25
3.235.82.0/23
3.235.96.0/23
4.34.125.128/25
4.35.64.128/25
8.5.128.0/23

13.52.6.128/25
13.52.146.0/25
15.220.80.0/24
15.220.81.0/25
18.157.88.0/24
18.205.93.128/25
18.254.23.128/25
18.254.61.0/25
20.203.158.80/28
20.203.190.192/26
50.239.202.0/23
50.239.204.0/24
52.61.100.128/25
52.84.151.0/24
52.202.62.192/26
52.215.168.0/25
64.125.62.0/24
64.211.144.0/24
64.224.32.0/19
65.39.152.0/24
69.174.57.0/24
69.174.108.0/22
99.79.20.0/25
101.36.167.0/24
101.36.170.0/23

103.122.166.0/23
111.33.115.0/25
111.33.181.0/25
115.110.154.192/26
115.114.56.192/26
115.114.115.0/26
115.114.131.0/26
120.29.148.0/24
129.151.1.128/27
129.151.1.192/27
129.151.2.0/27
129.151.3.160/27
129.151.7.96/27
129.151.11.64/27
129.151.11.128/27
129.151.12.0/27
129.151.13.64/27
129.151.15.224/27
129.151.16.0/27
129.151.31.224/27
129.151.40.0/25
129.151.40.160/27
129.151.40.192/27
129.151.41.0/25
129.151.41.192/26

129.159.2.32/27
129.159.2.192/27
129.159.3.0/24
129.159.4.0/23
129.159.6.0/27
129.159.6.96/27
129.159.6.128/26
129.159.6.192/27
129.159.160.0/26
129.159.160.64/27
129.159.163.0/26
129.159.163.160/27
129.159.208.0/21
129.159.216.0/26
129.159.216.64/27
129.159.216.128/26
130.61.164.0/22
132.226.176.0/25
132.226.176.128/26
132.226.177.96/27
132.226.177.128/25
132.226.178.0/27
132.226.178.128/27
132.226.178.224/27
132.226.179.0/27

132.226.179.64/27
132.226.180.128/27
132.226.183.160/27
132.226.185.192/27
134.224.0.0/16
140.238.128.0/24
140.238.232.0/22
144.195.0.0/16
147.124.96.0/19
149.137.0.0/17
150.230.224.0/25
150.230.224.128/26
150.230.224.224/27
152.67.20.0/24
152.67.118.0/24
152.67.168.0/22
152.67.180.0/24
152.67.184.32/27
152.67.240.0/21
152.70.0.0/25
152.70.0.128/26
152.70.0.224/27
152.70.1.0/25
152.70.1.128/26
152.70.1.192/27

hidden
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You’ve Just Found a Misconfiguration, Now What?

● All checks include remediation steps
● Difficulty varies by check
● Issues require cross-functional fixes
● PAN TAC is break-fix only



Tiers & Features
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* Open up to two tickets per month with Digital Scepter's support engineers (see terms and conditions). Can 
be used for remote threat support, PAN-OS upgrades, configuration assistance, support questions, User-ID, 
environment reviews, change reviews and more. Tickets are limited to four hours per ticket. 



Setup Process
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How to get your report

● Reach out to set up an appointment
● Simple connection via the API
● Uses a read-only account
● Takes less than 30 minutes
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What to expect in your first report?

● Expect to pass ~50%
● Checks show pass-rate
● Low hanging fruit
● 80-20 rule



Everything You Can Do

Everything You 
Should Be Doing

Best 
Practices



Q&A



sales@digitalscepter.com
(888) 299-3718

Thanks for Attending


